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Data protection declaration 

 

Responsible in the sense of the Data Protection Basic Regulation, other data 
protection laws applicable in the member states of the European Union and other 
regulations with data protection character is CyBike GmbH, 53113 Bonn, Germany 
(hereinafter referred to as "responsible party" or "we" or "us") 

 

A. General information on data processing 

 

1) Personal data 

Personal data is individual information about personal or factual circumstances of an 
identified or identifiable natural person. This includes information such as your name, 
address, telephone number and e-mail address, but also the IP address that can be 
assigned to a connection. Information that is not directly associated with the identity 
of a person - such as favourite websites or number of users of a site - is not personal 
data. 

 

2) Scope of the processing of personal data 

As a matter of principle, we collect and use personal data of our users only to the 
extent necessary to provide the functional app and our content and services. The 
collection and use of personal data of our users is regularly only carried out with the 
permission of the user. An exception is made in those cases where prior permission 
cannot be obtained for factual reasons and the processing of the data is permitted by 
legal regulations.  

In order to protect your data from loss, incorrect changes or unauthorised access by 
third parties, we use modern encryption techniques (HTTPS and current signature 
procedures) to transfer data between the app and our IT backend. In this way, these 
data cannot be read by unauthorised persons during transmission on the Internet. 

 

3) Legal basis for the processing of personal data 

Insofar as we obtain the consent of the data subject for processing of personal data, 
Art. 6 para. 1 lit. a EU Data Protection Basic Regulation (DSGVO) serves as the legal 
basis for the processing of personal data. 

If the processing is necessary to safeguard a legitimate interest of our company or of 
a third party and if the interests, fundamental rights and freedoms of the data subject 
do not outweigh the first-mentioned interest, Art. 6 para. 1 lit. f DSGVO serves as the 
legal basis for the processing. 

 
4) Data deletion and storage time 

The personal data of the person concerned will be deleted or blocked as soon as the 
purpose of the storage no longer applies. Furthermore, data may be stored if this has 
been provided for by the European or national legislator in EU regulations, laws or 
other regulations to which we are subject. Data will also be blocked or deleted when 
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a storage period prescribed by the above-mentioned standards expires, unless there 
is a need to continue storing the data in order to conclude or fulfil a contract. 

 

B. Provision of the app and creation of log files 

 
Every time the app is opened, data and information is collected by an automated 
system.  

The following data is collected: 

(1) Identification of the user (user name) 

(2) End device used by the user, including Mac address 

(3) The operating system and version  

(4) The user's IP address 

(5) Date and time of the access 

(6) Data volume transmitted 

(7) Error messages of authentication procedures and applications. 

These data are stored in the log files of our system. This data is not stored together 
with other personal data of the user.  

The app also uses so-called "tokens" for authentication against the IT backend, in 
which some of the app's functions are stored. The "authentication token" contains 
information about the logged in user and must be sent each time the back end is 
accessed. Access is only permitted if the token is still valid. The "authentication 
token" is stored in the app. It is deleted when the user logs out of the app. 

 

1) Legal basis for data processing 

The legal basis for the temporary storage of data and log files is Art. 6 para. 1 letter f 
DSGVO 

 

2) Purpose of data processing 

Temporary saving of the IP address by the IT-System is necessary to enable delivery 
of the App to the User's terminal. For this purpose, the user's IP address must be 
saved for the duration of the session.  

Saving in log files is done to ensure the functionality of the app. In addition, the data 
is used to optimise the app and to ensure the security of our information technology 
systems.  

These purposes also constitute our legitimate interest in data processing in 
accordance with Art. 6 Para. 1 letter f DSGVO. 

 

3) Duration of storage 

The data will be deleted as soon as they are no longer necessary for the purpose for 
which they were collected. In the case of the collection of data for the provision of the 
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App, this is the case when the respective session is ended and the user logs out of 
the App.  

In the case of data being stored in log files, this is the case after seven days at the 
latest. Storage beyond this period is possible. In this case the IP addresses of the 
users are deleted or alienated so that an assignment of the calling client is no longer 
possible. 

 

4) Possibility of contradiction and removal 

The collection of data for the provision of the app and the storage of the data in log 
files is mandatory for the operation of the app. Consequently, there is no possibility of 
contradiction on the part of the user.  

 

C. Access to systems on the terminal device 

 
To ensure the functionality of our services, we also require access to various parts of 
your terminal device: 

 Access to camera: 

We need access to the camera of your device. The access is provided so that you 
can enter your own photo in the bike passport or service booklet and - if the 
present app version uses a QR code function - the associated data can be loaded 
or functions in the application can be activated.. No data will be collected or 
stored by us when you make an enquiry, except for the pictures you select.  

 Access to your pictures: 

We need access to your picture gallery. Access is necessary to enable you to 
load a picture of your bike from the picture gallery into the app (e.g. bike pass or 
service booklet). In the event of an enquiry, no data will be collected or stored by 
us, except for the pictures you have selected.  

 Access to your location: 

We need access to the location of your device. In case of a request, we collect 
your current location via GPS to provide you with information about your 
immediate surroundings. Data on your location will only be used to process your 
request. The data may be passed on to third parties if you use services offered by 
third parties and integrated into the app (e.g. navigation via Google Maps). Your 
location data is transmitted via an encrypted connection. Your location data will be 
anonymised after completion of your request and statistically evaluated to 
improve our service. You can prevent the transmission of your location data by 
selecting the appropriate setting on your end device.  

 Access to your WLAN connection information 

We need access to your WLAN connection information in order to determine 
whether you are connected to the WLAN when downloading large amounts of 
data. 

 Access to your Bluetooth connection 

We need access to the near field communication (Bluetooth) of your terminal 
device in order to establish a connection to any additional hardware that may be 
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available so that functions of the app that require such a network connection can 
be enabled and executed. In the event of an enquiry, data will be anonymised by 
us and statistically evaluated to improve our service. 

 

1) Legal basis for data processing 

The legal basis for the processing of personal data using technically necessary 
access to terminal equipment data is Art. 6 para. 1 lit. f DSGVO. 

The legal basis for the processing of personal data using access to data on the 
terminal device for analysis purposes is Art. 6 para. 1 letter a DSGVO, provided the 
user has given his permission to do so. 

 

2) Purpose of data processing 

The purpose of the use of technically necessary access to data on the terminal 
device is to enable or simplify the use of the App for the users. Some functions of the 
App cannot be offered without access to data of the terminal device. This applies in 
particular to navigation and the breakdown function. 

The user data collected through technically necessary access to data of the terminal 
device will not be used to create user profiles. 

The statistical evaluation of anonymised data is carried out solely for the purpose of 
improving the quality of the app and its content. Through the anonymous evaluation 
we learn how the app is used and can thus constantly optimise our offer. 

These purposes also include our legitimate interest in the processing of personal 
data in accordance with Art. 6 Para. 1 letter f DSGVO.  

 

3) Duration of storage 

The data collected through access to the terminal device is stored on our server and 
stored there for the duration of the session. At the end of the session and after 
logging off from the app, the data collected is deleted from our server, unless the 
user himself has arranged for permanent storage. The user can delete this 
permanently stored content at any time.  

If certain accesses to data on your terminal device are deactivated for the App, it may 
no longer be possible to use all functions of the App to their full extent. 

 

4) Possibility of contradiction and removal 

It is also possible to use our app without having access to the data of the end device. 
You can prohibit access to location data, to the camera, to your pictures, to the WLAn 
connection information and Bluetooth connection, restrict access to certain content or 
set your terminal device to notify you as soon as access is made. Please note, 
however, that in this case you must accept that the display of the app will be 
restricted and that the user guidance or range of functions of the app will be restricted 
and that any connected hardware will have limited functionality - which may result in 
the entire application being "unusable". 
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D. Servcies of third partys 

 

In our app you will find functions that include a redirection to external websites (for 
example to Googel Maps, Youtube etc). As soon as you click on these functions or 
links, you leave our app and enter the websites of the respective operator. 
Responsible for the collection of personal data on these websites or social networks 
are exclusively the respective operators of the respective websites. Accordingly, the 
collection and processing of personal data is governed solely by their data protection 
regulations.. 

Personal data of the bicycle shops displayed in the app (geo data, address data, etc.) 
were taken from the database "OpenStreetMap" (https://www.openstreetmap.org) via 
the service of http://overpass-turbo.eu and statically stored in the app. The 
responsible party for the collection of personal data on this website is exclusively the 
respective operator. For the collection and processing of personal data, only the data 
protection regulations of the respective operator apply. 

 

E. Contact by e-mail or contact form 

Users of the app can also use the contact form provided on our homepage for the 
purpose of contacting us or contact us by e-mail at datenschutz@cybike.de. 

When using the contact form, it is necessary to enter the first name, surname and e-
mail address of the user. In addition, the user's IP address and the date and time of 
the enquiry are stored.  

If you contact us by e-mail, your e-mail address and the message entered will be 
transmitted to us in any case.  

 

1) Legal basis for data processing 

The legal basis for the processing of data transmitted in the course of sending an e-
mail and when using the contact form is Art. 6 para. 1 letter f DSGVO.  

 

2) Purpose of data processing 

The processing of the personal data from the input mask is solely for the purpose of 
contacting you and answering your enquiry. In the case of contacting us by e-mail, 
this is also the necessary legitimate interest in the processing of the data. 

The other personal data processed during the sending process serves to prevent 
misuse of the contact form and to ensure the security of our information technology 
systems. 

 

3) Duration of storage 

The data will be deleted as soon as they are no longer necessary for the purpose for 
which they were collected. This is the case for data collected during a contact enquiry 
when your enquiry has been answered and communication has ended.  

Otherwise, the data will be deleted at the latest after expiry of the commercial and tax 
law retention obligations. 
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4) Possibility of contradiction and removal 

If you contact us by e-mail or the contact form, you can object to the storage of your 
personal data at any time. In such a case the conversation cannot be continued. The 
withdrawal can be made by sending an e-mail or by contacting us by telephone or 
post.  

In this case, all personal data stored in the course of the contact will be deleted. 

 

F. Third party data transmission 

Depending on the app version, Facebook and Google may be offered as an optional 
authentication path when registering for the first time. The "OAuth" procedure is used 
for authentication via these "social plugins". OAuth is a standardised, secure 
authorisation for desktop, web and mobile applications. With the help of this protocol, 
an application (here: the app) can be granted access (here: for authorisation) to a 
user's data provided by another service (here: Google, Facebook) without disclosing 
secret details of his access authorisation. In this case, data is transferred from the 
social network (Google, Facebook) to the App and not vice versa. 

Data is therefore not transferred by the App to third parties.  

The purpose and scope of the data collection and the further processing and use of 
the data by the providers as well as your rights and setting options for the protection 
of your privacy can be found in the providers' data protection information.  

- Facebook is operated by Facebook Inc, 1601 S. California Ave, Palo Alto, CA 
94304, USA ("Facebook"). To the privacy policy of Facebook:  

http://www.facebook.com/policy.php 

- Google+ is operated by Google Inc, 1600 Amphitheatre Parkway, Mountain View, 
CA 94043, USA ("Google"). To the privacy policy of Google: 
http://www.google.com/intl/de/+/policy/+1button.html 

 

1) Legal basis for data processing 

The legal basis for the processing of data transmitted by social networks is Art. 6 
para. 1 letter a DSGVO. The respective user must consent to the transmission of this 
data.  

 

2) Purpose of data processing 

The processing of personal data serves the sole purpose of optimising the 
registration process and is not necessarily to be used. 

 

3) Duration of storage 

The personal data collected in this process is deleted immediately after 
authentication and completion of the registration process. 

 

4) Possibility of contradiction and removal 
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You can withdraw your permission to use registration data from the social networks 
at any time and stop using this service. In this case, you can only use the classic 
registration by e-mail and password to use the app.  

 

G. Use of Google Analytics 

Finally, the app uses functions of the web analysis service Google Analytics. The 
provider is Google Inc. 1600 Amphitheatre Parkway Mountain View, CA 94043, USA. 
Google Analytics uses so-called "cookies". These are text files that are stored on 
your end device and enable an analysis of your use of the App. The information 
generated by the cookie about your use of the App is usually transferred to a Google 
server in the USA and stored there. 

However, due to the activation of IP anonymisation in this app, your IP address will 
be shortened by Google in advance within member states of the European Union or 
in other states which are parties to the Agreement on the European Economic Area. 
Only in exceptional cases will the full IP address be transferred to a Google server in 
the USA and shortened there. The IP address transmitted from your terminal device 
within the framework of Google Analytics is not merged with other data from Google. 

 

1) Legal basis for data processing 

The legal basis for the temporary storage of data is Art. 6 para. 1 letter f DSGVO. 

 

2) Purpose of data processing 

IOn our behalf, Google will use the information collected to evaluate the use of the 
App, to compile reports on user activities and to provide us with further services 
associated with the use of the App. 

 

3) Duration of storage 

Due to the activation of the anonymisation tool, personal data is deleted immediately 
after collection.  

 

4) Possibility of contradiction and removal 

You can prevent the storage of cookies by adjusting your terminal equipment 
accordingly; however, we would like to point out that in this case you may not be able 
to use all the functions of this app to their full extent. You can also prevent the 
collection of data generated by the cookie and related to your use of the App 
(including your IP address) to Google and the processing of this data by Google by 
downloading and installing the browser plugin available at the following link: 
http://tools.google.com/dlpage/gaoptout?hl=de 

 

H. Data subject's rights 

If your personal data is processed, you are the data subject within the meaning of the 
DS-GVO and you have the following rights against us ("the data processor") 
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1) Right of information 

You can request confirmation from the person responsible as to whether personal 
data concerning you is being processed by us.  

If such processing has taken place, you can request information from the data 
supervisor on the following: 

a. the purposes for which the personal data are processed 

b. the categories of personal data processed; 

c. the recipients or categories of recipients to whom the personal data concerning 
you have been or will be disclosed; 

d. the planned duration of storage of the personal data concerning you or, if it is not 
possible to give specific details, criteria for determining the duration of storage; 

e. the existence of a right of correction or deletion of personal data concerning you, a 
right to have the processing limited by the responsible party or a right to object to 
such processing;  

f. the existence of a right of complaint to a supervisory authority; 

g. any available information as to the origin of the data when the personal data are 
not collected from the data subject; 

h. the existence of automated decision-making, including profiling, in accordance with 
Article 22(1) and (4) of the DPA and, at least in these cases, meaningful information 
about the logic involved and the scope and intended impact of such processing on 
the data subject. 

You have the right to request information as to whether personal data concerning you 
is transferred to a third country or to an international organisation. In this context, you 
may request to be informed of the appropriate safeguards in accordance with Art. 46 
of the DPA in connection with the transfer. 

 

2) Right of correction 

You have the right to ask the data supervisor to correct and/or complete any personal 
data processed concerning you if it is incorrect or incomplete. The data manager 
must make the correction without delay. 

 

3) Right of deletion 

3.1) You have the right to ask the data manager to delete the personal data 
concerning you immediately and the data manager is obliged to delete these data 
immediately if one of the following reasons applies: 

a. The personal data concerning you are no longer necessary for the purposes for 
which they were collected or otherwise processed. 

b. You withdraw your consent on which the processing was based pursuant to Art. 6 
para. 1 lit. a or Art. 9 para. 2 lit. a DS-GVO and there is no other legal basis for the 
processing.  

c. You object to the processing pursuant to Art. 21 (1) DS-GVO and there are no 
legitimate reasons for the processing, or you object to the processing pursuant to Art. 
21 (2) DS-GVO.  
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d. The personal data concerning you have been processed unlawfully.  

e. The deletion of personal data concerning you is necessary to comply with a legal 
obligation under Union law or the law of the Member States to which the controller is 
subject.  

f. The personal data concerning you has been collected in relation to information 
society services offered, in accordance with Article 8(1) of the DPA. 

 
3.2) If the responsible person has made public the personal data concerning you and 
is obliged to delete them in accordance with Art. 17 paragraph 1 of the DS-GVO, 
he/she shall take reasonable measures, including technical measures, taking into 
account the available technology and the implementation costs, to inform data 
supervisors who process the personal data that you, as a data subject, have 
requested them to delete all links to these personal data or copies or replications of 
these personal data.  

 

3.3) The right of deletion does not apply if the processing is necessary: 

a. to exercise the right to freedom of expression and information; 

b. to comply with a legal obligation to which the processing is subject under Union or 
national law to which the data manager is subject or in order to perform a task carried 
out in the public interest or in the exercise of official authority vested in the controller; 

c. for reasons of public interest in the field of public health pursuant to Article 9 (2) lit. 
h and i and Article 9 para. 3 DS-GVO; 

d. for archiving, scientific or historical research purposes in the public interest or for 
statistical purposes in accordance with Art. 89 (1) DS-GVO, insofar as the right 
referred to in paragraph 1 is likely to render impossible or seriously prejudice the 
attainment of the objectives of such processing, or 

e. to assert, exercise or defend legal claims. 

 

4) Right to limit processing 

Under the following conditions, you may request that the processing of personal data 
concerning you be restricted: 

a. if you dispute the accuracy of the personal data concerning you for a period of time 
which enables the person responsible to verify the accuracy of the personal data 

b. the processing is unlawful and you oppose the deletion of the personal data and 
instead request the restriction of the use of the personal data; 

c. the data subject no longer needs the personal data for the purposes of the 
processing, but you need it in order to assert, exercise or defend your rights; or 

d. if you have lodged an objection to the processing in accordance with Art. 21 (1) 
DS-GVO and it has not yet been established whether the legitimate reasons of the 
controller outweigh your reasons. 

If the processing of personal data relating to you has been restricted, such data may 
be processed, with the exception of storage, only with your consent or for the 
purpose of asserting, exercising or defending legal claims or protecting the rights of 
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another natural or legal person or on grounds of an important public interest of the 
Union or a Member State. 

If the restriction on processing has been restricted in accordance with the above 
conditions, you will be informed by the data supervisor before the restriction is lifted. 

 

5) Right to be informed 

If you have requested the data manager to rectify, erase or limit the processing, he is 
obliged to notify all recipients to whom the personal data concerning you have been 
disclosed of this rectification, erasure or limitation of processing, unless this proves 
impossible or involves a disproportionate effort. 

You have the right to be informed of these recipients by the data manager. 

 

6) Right to data transferability 

You have the right to receive the personal data concerning you that you have 
provided to the data manager in a structured, common and machine-readable format. 
You also have the right to have this data communicated to another person in charge 
without interference from the person in charge to whom the personal data has been 
communicated, provided that… 

a. the processing is based on a consent pursuant to Article 6 (1) (a) DS-GVO or 
Article 9 (2) (a) DS-GVO or on a contract pursuant to Article 6 (1) (b) DS-GVO and 

b. the processing is carried out using automated procedures. 

In exercising this right, you also have the right to obtain that personal data 
concerning you be communicated directly from one data manager to another, insofar 
as this is technically feasible. The freedoms and rights of other persons must not be 
affected by this. 

The right to data transferability does not apply to the processing of personal data 
necessary for the performance of a task carried out in the public interest or in the 
exercise of official authority vested in the responsible person. 

 

7) Right of contradiction 

You have the right to refuse at any time, for reasons arising from your particular 
situation, to have your personal data processed on the basis of Article 6(1)(e) or (f) of 
the DPA, including profiling based on these provisions.  

Following an objection, the controller will no longer process the personal data 
concerning you, unless he can demonstrate compelling legitimate reasons for 
processing which outweigh your interests, rights and freedoms, or unless the 
processing is for the purpose of asserting, exercising or defending legal claims 

If the personal data concerning you are processed for the purpose of direct 
marketing, you have the right to object at any time to the processing of personal data 
concerning you for the purpose of such marketing, including profiling, insofar as it 
relates to such direct marketing. 

If you object to processing for the purposes of direct marketing, your personal data 
will no longer be processed for those purposes. 
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You may exercise your right of objection in relation to the use of information society 
services by means of automated procedures involving technical specifications, 
without prejudice to Directive 2002/58/EC. 

 

8) Right to withdraw the declaration of consent under data protection law 

You have the right to withdraw your declaration of consent under data protection law 
at any time. Cancellation of your permission does not affect the lawfulness of the 
processing that has taken place on the basis of your permission up to the time of 
cancellation. 

 

9) Automated decision in individual cases including profiling 

You have the right not to be subject to a decision based solely on automated 
processing, including profiling, which produces legal effects in relation to you or 
significantly affects you in a similar way. This does not apply if the decision…  

a. is necessary for the conclusion or performance of a contract between you and the 
person responsible 

b. is authorised by Union law or the law of the Member States to which the person 
responsible is subject and that law contains appropriate measures to safeguard your 
rights and freedoms and your legitimate interests; or 

c. with your explicit permission. 

However, these decisions may not be based on special categories of personal data 
in accordance with Art. 9 (1) DS-GVO, unless Art. 9 (2) lit. a or g applies and 
appropriate measures have been taken to protect rights and freedoms and your 
legitimate interests. 

In the cases referred to in a. and c. above, the person in charge shall take 
appropriate measures to safeguard the rights and freedoms and your legitimate 
interests, which shall include at least the right to obtain the intervention of any person 
from the person in charge, to express his point of view and to challenge the decision. 

 

10) Right of complaint to a supervisory authority 

Without prejudice to any other administrative or judicial remedy, you have the right to 
complain to a supervisory authority, in particular in the Member State in which you 
are resident, your place of work or the place where the alleged infringement 
occurred, if you consider that the processing of personal data concerning you is in 
breach of the DS Block Exemption Regulation.  

The supervisory authority to which the complaint has been lodged will inform the 
complainant of the status and outcome of the complaint, including the possibility of a 
judicial remedy under Article 78 of the DS-BER. 

 

NOTE: The basis of this data protection declaration is the German version in 
the German language. This English version is a translation. In case of 
ambiguity and in case of doubt, the German original version is valid. 

 


