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Terms of Use 

Recitals 

The app and the hardware CyLock was developed and is operated by the company 

CyBike GmbH, Fritz-Schäffer-Str.1, 53113 Bonn/ Germany. 

As the provider of the app, CyBike is responsible for the contents and at the same 

time in the sense of the General Data Protection Regulation. 

These Terms of Use govern the contractual agreements between the users of the 

app/hardware and the provider. User within the meaning of these terms and 

conditions is any person who installs the app – independent of operating the 

hardware - and registers as a user in order to use the services offered therein. 

 

General 

(1) The following terms of use regulate the guidelines under which the use of the App 

takes place. The terms of use also apply if the app is used from outside the Federal 

Republic of Germany or independent of operating corresponding hardware. Deviating 

regulations and in particular conditions of the user, which are in conflict with these 

conditions of use, require the explicit consent of the provider to be effective. 

(2) The provider reserves the right to modify at its sole discretion at any time and 

without notice, the offer of functions, services and solutions of the app, and to remove 

and / or disable access to it completely or partially, temporarily or permanently, or to 

close the app completely. 

It is possible that at times different offers and services provided by the supplier or by 

cooperation partners or third parties are not available. Due to systems failure, 

maintenance or interruptions in the data transmission and other unfavorable 

circumstances the loss of data of the user may occur beyond the delay of data 

transmission.  

The user shall not be entitled to any claims arising from changes, omissions or 

unavailability of the offer in the app or its own data, unless otherwise explicitly agreed 

in these terms of use. 

(3) The Provider reserves the right, at its sole discretion and without giving reasons, 

to change, supplement or delete parts of these Terms of Use at any time. In case of 

such a change, the user will be informed by the app or when doing an update in the 

AppStore. Any use prior to the change will be governed by the original terms of use. 

Further use of the app after any change means that the user agrees to such 

modification unless the user does not object in writing within two weeks of being 

notified of the change. The user will be informed about the objection period, the 

beginning of this period and the legal consequences of an omitted objection in case 

of an announced change. In the case of a user's objection to the changes to the 
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terms of use, the provider of the app has the right to terminate the user relationship 

with this user with immediate effect and to exclude the user from using the app. 
 

Contractor 

The contractual partner of a user with regard to the use of the app and its 
contents, as well as the CyLock hardware, insofar as these are not provided by 
third parties, is exclusively CyBike GmbH, Bonn. 

 

Contract 

(1) The function of the app is available to users for the purpose of providing an 

improved service around their bicycle. So the app offers e.g. the ability to store bike-

specific features in a bike pass, read Rss feeds (news) from various bike magazines 

or inform about additional offers (such as bike-specific insurance offers). The 

corresponding functionality of the app as well as the design is variable and can be 

changed or supplemented at any time. 

(2) To use the app, it is necessary that the user registers once and logs in the app. 

The app can be installed on other devices by using the same credentials. 

(3) The condition for the proper functioning of the app is, that the users have 

compatible devices and software, in particular the compatible version of the intended 

operating system for the app. Furthermore, an internet connection is required. 

(4) Unless agreed otherwise, the app is made available to the user free of charge. 

(5) The costs for the use of the app (data volumes or Internet connections) are not 

beared by the provider of the app. 

(6) In order to be able to download the App, the user might first have to enter into an 

agreement with a third party (e.g. Google Inc., iTunes SARL, hereinafter referred to 

as the "Third Party") to access a portal or online shop of the third party (e.g. Google 

Play Store, iTunes App Store, hereinafter referred to as "Third Party Portal"). The 

provider of the App is not party to such agreement and has no influence on the data 

processing by the third party. 

(7) When using the offers of third parties (hereinafter "third party"), the provider does 

not become the contracting party of the user. The contracts in these cases are 

agreements alone between the third party and the users, and only the terms and 

conditions (terms and conditions) of the corresponding third-party apply. Third party 

offers are marked or indicated as such. 

(8) There is no legal claim to use the app. 

 

Registration 

(1) Prerequisite of the use of the app is the registration and creation of a user 

account. 
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(2) Prerequisite for the registration is that the user owns or uses a product of a 

supplier for which the use of this app is intended. 

(3) Only natural, legally competent persons may be registered as users whose 

minimum age is prescribed in accordance with the applicable regulations of the 

corresponding country of residence.  

(4) When registering, the user must provide at least an e-mail address and a 

password. An activation code will be provided to the given e-mail address which 

allows the user to complete the registration. A registration without confirmation of the 

activation code will be deleted within 72 hours. The entry of additional information 

about the person using the app after the registration is voluntary. 

(5) By clicking on the consent form, the user declares that he has read and 

understood these Terms of Use and accepts them as binding for the relationship of 

use. The same applies when the user completes his registration in the app. The 

terms of use are displayed to the user in the app and can be viewed by the user at 

any time. 

(6) There is no right to registration. Prerequisite for registration is the complete and 

correct transmission of the data provided by the user. The provider is entitled to reject 

a registration application and thus the conclusion of the user agreement without 

giving reasons, and to block or delete a user account even after registration in 

particular for violations of these Terms of Use. 

(7) Each user may register only once. 

(8) The provider stores the user data transmitted to him by the respective user and 

undertakes to treat them as confidential in accordance with the Data Protection Act. 

More details are regulated by the Data Protection policy. 

(9) The provider is also entitled to save the IP address of the Internet access from 

which an application is made in order to prevent or prosecute the misuse of personal 

data. 

 

Right of use and conclusion of the contract 

(1) With the purchase of a product related to the App and by downloading the App, 

the user is granted a non-exclusive (simple) right to use the App and the offered 

services, information and available content in accordance with these Terms of Use. 

The useful life of the app may be limited (see paragraph 3). The right of use is not 

transferable to third parties, and users are not allowed to grant third parties, free of 

charge or for money, rights to use the App and / or offered services and / or available 

information and / or content. 

(2) Prerequisite for the use of the services of the app is the conclusion of a user 

contract. This comes about when a user acquires a product related to the app and 

registers in the app additionally. 
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(3) If the app is used in conjunction with CyLock, the purchase of a CyLock module is 

a prerequisite for this terms of use. In this case, the contract period is limited to the 

operating life of the respective module, which results from the use of the necessary 

NB IoT mobile network. With the first purchase of the CyLock module the use of the 

NB IoT network of a mobile network provider is included for a specified time, which 

can be extended optionally by payment of a fee. When the NB IoT usage for the 

CyLock module expires, the usage of the CyLock module and thus also the rights of 

use of the associated app expire. 

(4) The use of the App is only permitted for private, non-commercial purposes and 

only on devices owned or authorized to be used by the User. 

(5) The use of the app is in general free of charge for the user - individual services, 

functions or services may be chargeable or may be equipped with in-app purchase 

functions or financed via advertising in the app. 

(6) In order to continue using the app in the future, it may from time to time be 

necessary for users to download an update. A use of the app in the previous version 

may not be possible anymore in this case. 

(7) The use of the App beyond the provisions of these Terms of Use is not permitted. 

The Provider reserves the right to exclude users from the use of the App in the event 

of a breach of these Terms of Use. 

 

Contract period / termination 

(1) The contractual relationship between the provider and the user begins with the 

successful registration by the user and is is limited to the time of use of the 

corresponding hardware. 

(2) The user has the right to cancel the contractual relationship at any time without 

giving reasons by deleting his account in the app or deleting the app itself from his 

devices. 

(3) The Provider may terminate the contractual relationship with the User with two 

weeks notice. The user will either be notified by the notification feature of the app, or 

by the e-mail provided by the user during registration. The right to extraordinary 

termination for good cause remains unaffected. In particular, the provider will 

terminate the agreement should these terms and conditions be violated or the basis 

of the transaction, or prerequisites of the registration cease to exist, or false 

information are provided by the user during registration. 

(4) In the event of termination, personal data of the user will be deleted, except for 

information required for legal transactions that have already been started prior to 

termination. 

(5) Cessation of the operation of the app will lead to automatic termination of the 

contractual relationship with the user without notice of termination being required. 



  

 

                                   Stand: 03/2020 

 

Data protection and data privacy 

(1) The sensitive and responsible handling of users' personal data is of great 

importance to the provider. The legal regulations are followed by the provider. In 

addition, the provider processes and uses personal data of the user only to the extent 

the user agrees herein or permitted by law. For more information regarding data 

protection, it is referred to the data protection declaration.  

(2) For the transmission of data we use modern encryption techniques (HTTPS and 

current signature methods). It is not permitted to violate or circumvent, reverse 

engineer or otherwise make unauthorized changes to the security technology of the 

App or any elements of the security technology, or to attempt to, or to help or assist 

others. 

(3) By agreeing to these Terms of Use, the user agrees that he has read and 

acknowledges the Data Protection Regulations. 

 

Ownership of the App and the CyLock hardware 

(1) All content that is available and accessible in the App and the connected services, 

including all designs, texts, graphics, videos, applications, software, database and 

files as well as the functionality and arrangement of the page contents are protected 

by copyright. Content of the App and Services as well as the firmware of the 

corresponding CyLock hardware may not be used, copied, reproduced, distributed, 

modified, framed, reproduced, changed, displayed, transmitted, downloaded, sold, 

posted or otherwise made available to third parties in whole or in part outside the App 

or outside the respective module without the explicit permission of CyBike. 

(2) Each user of the App is granted a limited, non-transferable, time-limited license by 

the Provider to use the App with its features and services in the legally permissible 

manner in accordance with the Terms of Use, and to print and download the content. 

Also by the offer to download data, no further rights are transferred. 

(3) The user is prohibited from reproducing, distributing, publishing - in particular, 

making available to the public, or editing, transforming and / or modifying the app or 

its contents or firmware of the CyLock module in whole or in part, the source code or 

the structure of its content, to determine content, and / or create derivative works by 

using their content. The user is also given no right to use the protected trademarks 

contained in the app and the CyLock module. 

(4) The user may add and change own content, but not copy, exploit, display or 

modify the content of other users. 

(5) Any unauthorized use is prohibited and will invalidate this user license. For 

violations of the Terms of Use, the license to use the app or the CyLock module can 

be withdrawn by the creator of the app or the provider without giving reasons. 
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(6) If third parties assert claims against the provider for actual or alleged 

infringements due to content of a user in the app of any kind, the provider is entitled 

to immediately block the user. The provider will inform the user accordingly. 

Furthermore, the respective user fully releases and discharges the provider from all 

claims made against the provider by a third party owing to the content provided by 

the respective user. 

(7) The designation “CyBike” and “CyLock” are registered trademarks and logo, term, 

graphic or services, partly or throughout, may not be copied, reproduced or used in 

any form or by any means or in a manner that facilitates confusion, without prior 

written permission. 

(8) Protected trademarks and names, images and texts in the app are usually not 

marked as such. However, the absence of such indication does not imply that it is a 

free name, a free picture, a free video clip or a free text in terms of copyright or 

trademark legislation. 

(9) Of course, the app and the CyLock module may be named in editorial reports. 

However, if screenshots and text excerpts are used as image or text citations, they 

must be marked accordingly. Graphical changes are not allowed. CyBike is happy to 

provide appropriate material for publications. The content and documents provided 

must only be used for informational purposes and must not be commercially 

exploited. Each copy (this also applies to excerpts) must include a copyright notice. 

 

Warranty 

(1) CyBike as the creator of the app ensures the best possible reproduction of the 

contents of the app within the framework of the foreseeable requirements in 

accordance with the respective usual technical standard. 

(2) All users are aware that the data and services of the app and CyLock module may 

not be available at all times. In particular, CyBike does not accept liability for the non-

availability of the app services or CyLock module because of… 

• the use of inappropriate display software and / or hardware or 

• the disruption of communication networks of other operators or 

• computer failure of an Internet access provider or an online service or 

• exhausted battery / insufficient power of the CyLock hardware or 

• incomplete and / or non-updated offers on so-called proxy servers (caches)  

   of commercial and non-commercial providers and online services 

 

Liability 

(1) CyBike makes every effort to ensure that the offer and the services are up-to-

date, correct and complete. Nevertheless, the occurrence of errors cannot be 

completely ruled out. CyBike assumes no warranty of any kind with the provision of 
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the App and the CyLock module, in particular with regard to the accuracy or reliability 

of the information, services provided, their security or their uninterrupted availability. 

(2) CyBike assumes no liability for the timeliness, accuracy or completeness of the 

information provided by third parties. The responsibility for third-party content lies 

exclusively with the user, author or partner who has created and published the 

content. If CyBike becomes aware of any content posted through the provider or any 

third party that does not conform to the Terms of Use or is unlawful, CyBike will 

immediately remove such content. 

(3) CyBike is also not liable for uninterrupted accessibility of the app or the CyLock 

module. Failure of the server due to technical or other problems that are not within 

the sphere of influence of CyBike (force majeure, fault of third parties, etc.) do not 

constitute a claim of the user against CyBike. 

(4) The CyLock module is used to monitor the object in which it is installed, but does 

not prevent the theft of the object. A recovery of the stolen object is not 100% 

guaranteed despite the best security and transmission technology. CyBike is 

therefore not liable for damage, loss or theft of the object equipped with CyLock. The 

locatability of an object equipped with CyLock also depends decisively on the correct 

installation of the module, on the capacity of the battery, which decreases with 

increasing age, on the NB IoT network supply of the mobile phone provider at the 

corresponding location and on the existence of the NB IoT contract, which can cause 

additional costs after the expiration of the operating time included in the purchase.  

(5) The CyLock module is designed and developed for the usual use of bicycles, e-

bikes or e-scooters. The module is not designed for permanent, excessive usage 

where high G-forces (acceleration forces) occur frequently or over a longer period of 

time. This includes in particular downhill rides at sporting events or with a competitive 

character. For improper use of the module and resulting damage that leads to 

damage to the housing or failure of electronic components (typical signs: (vibration-) 

cracks in the housing or connection interruptions / breakage of contacts on 

components, conductor tracks, etc.) and thus lead to the loss of the functionality of 

the CyLock module, no liability is assumed within the scope of product liability. 

 (6) In the event of a breach of insignificant contractual obligations, liability shall be 

excluded in the event of slightly negligent breaches of duty. 

 (7) Essential contractual obligations are essential obligations which result from the 

nature of the contract. Their violation would endanger the achievement of the 

purpose of the contract. Beyond that essential contractual obligations are obligations 

which the contract imposes on the contracting parties in order to achieve the purpose 

of the contract, and the fulfilment of the proper contract execution in which the 

contracting parties regularly trust and may trust (cardinal obligations). The liability for 

such damages is limited in sum to the foreseeable and typically resulting damages of 

such contracts. 
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(8) In addition, CyBike is fully liable in accordance with the statutory provisions for 

damage to life, limb and health, which are based on a negligent or intentional breach 

of duty as well as for damages that are covered by liability under the Product Liability 

Act. For damages that are not covered by clause 1 and that are based on intentional 

or grossly negligent breaches of contract and malice, CyBike shall be liable in 

accordance with the statutory provisions. 

(9) In particular, CyBike shall not be liable for damages incurring due to improper 

use, loss or misuse of the app or access data to the app by the user. 

(10) Further liability is excluded regardless of the legal nature of the asserted claim. 

 

Fair-Use-Policy 

To be able to communicate via the mobile network, the CyLock hardware contains a 

fixed SIM chip of a mobile network provider. The cost of the data communication is 

already included in the tariff for a certain period and for a certain region or country 

(see packaging or proof of purchase) when purchasing the CyLock module. The data 

communication is required to transmit operating data of the CyLock hardware or to 

perform CyLock specific functions such as one-time or continuous position 

determination over a defined period of time (e.g. in case of theft). Permanent 

recording of Positions and live tracking of routes are not permitted. We reserve the 

right to check and limit the data volume of the SIM card or, if we detect a potential 

misuse, to switch it off completely. We will send warnings to the user before any 

disconnection takes place. 

 

Final Determination 

(1) CyBike is entitled to transfer the provision of all services at any time in whole or in 

part to third parties. 

(2) For all disputes arising in connection with the use of the App and / or the CyLock 

Module, the law of the Federal Republic of Germany shall apply. 

(3) This English version of these “terms of use” merely constitutes a translation. In 

case of conflicts between the German and the English version, the German version 

shall prevail over the English version.  

(4) Should any provision of these Terms of Use be or become incomplete or 

ineffective, this shall not affect the validity of the remaining provisions. The same 

applies to any regulatory gaps. 

 

 


